MATHICMSC456 ;- UPDATED COURSE INFO

Instructor: Gorjan Alagic (galagic@umd.edu ); ATL 3102, office hours: by appointment

Textbook: Introduction to Modern Cryptography , Katz and Lindell;

Webpage: alagic.org/cmsc -456-cryptography -spring -2020/ (slides, reading);

Piazza: piazza.com/umd/spring2020/cmsc456
ELMS: active, slides and reading posted there, assignments will be as well.
Gradescope : active, access through ELMS.

Check these setups asap, and let me know if you run into issues!

TAs (Our spot: shared open area across from IRB 5234)

A Elijah Grubb (egrubb@cs.umd.edu) 11am -12pm TuTh (Iribe);

A Justin Hontz (jhontz@terpmail.umd.edu) 1pm -2pm MW (Iribe);

Additional help:

A Chen Bai (chail@terpmail.umd.edu) 3:30 -5:30pm Tu (2115 ATL, starting Feb 4)

A Bibhusa Rawal (bibhusa@terpmail.umd.edu) 3:30 -5:30pm Th (2115 ATL, starting Feb 6)


mailto:galagic@umd.edu
http://www.alagic.org/cmsc-456-cryptography-spring-2020/

RECAP : THE BIG IDEA

Nr | | ~| 1 « ®yokwaht berféxt secrecy, one -time pad is as good as it gets.
Limits of one -time pad:
A can only send one message;

solution: computationalhsecure encryption
A message cannot be longer than the shared key:; } P » P

Aurr® sp - ~7 g~|i® «r”Mak yk- s| ~i " ~|gko

A what if Eve is allowed to change messages?} laterin the course

AO

Obviously:

A the crypto we use every day does not suffer from these drawbacks;

AO YNr~| | ~]i« ®rk~2k{pP s® p~zz~p« ®Or"*"® pk {

1. allow adversaries to succeed with exponentially -small probability (roughly);
2. allow adversaries to succeed after exponential time (roughly);
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RECAP 1 COMPUTASEOMRE ENCRYPTIC ™™™

ldea: «k éqg~~i k| ~ qgré a~r]i~{| k«« s

{mip} —— a —— {mip}
plaintext ciphertext
¢ -bit (short) key
ko)
l PRG: expands € random bitsto /i) €€ 8« k i ~a | i ~{ &
T
{ip}*  ——1 & [— {mp}®
plaintext ciphertext
perform one -time pad as usual, but with the pseudorandom bits
PRG scheme
(To decrypt: reverse the arrows from ciphertext to plaintext.) Key generation :  sample ON {1ip} ;_
Encryption : ArH(@) as 4 Q;

Decryption : AM@D @8 1 Q.



RECAP : COMPUTASEHONIRE ENCRYPTION

ldea: " «k éq~~i k| ~"qré ar|i~{]k«« s| BPJ Ys]| «®k”"i ~p
How to make this formal? lQ
_ 1l
1. define pseudorandomness ;
| ) ) - {mpy® 8 {ip}®
2.1 kps| k | ~®s~| ~p ékppsgsk]|] ®eée ~| i Sla'?m]exkppsgskbé@eqt&t

3. define a relaxed notion of security;

4. prove that this scheme works.



RECAP EFFICIENT VS INEFFICIENT

Efficient algorithms:  probabilistic, polynomial -time (PPT.)
A running time: at most polynomial in the input size;
AND
A success probability: at least inverse -polynomial in input size;
Think: é" grsk” " k« ~ | ~®sgk”*"fzk « ggk«« 82 ~fArAfszs®- 1 s| ~»

Inefficient algorithms:
A running time: superpolynomial in input size (i.e., exponential or nearly so.);
OR
A success probability: at most inverse -superpolynomial (i.e., negligibile .)
Think: ég”~| "~gr sk’ k | ~®s gk " bnyly spending &n«UNregsénable™f{s~z § &®- ~p ®s



Cryptographic pseudorandomness




RECAPIUI" 1 ND" SECRECY

Indistinguishability experiment (IND).

= outputs two messages & ha with & | & |;

2. We sample a key N £ "Ho £hadid a coin N {rip}N
then we give =the ciphertext ®N ATH(G )N

3. =outputs a bit w.e

We say=wins if ® .2

Definition. ~ An encryption scheme (€ "HO ¢ Al AA"H ' Has indistinguishable ciphertexts  if, for
every PPT adversary=h

0 B=x EN OIS g i A@)8




PRG ENCRYPTION:!'SECURITY PROOF

The PRG scheme is secure.

Theorem. The PRG scheme has indistinguishable ciphertexts.

Proof.

Ja~~p f. g~| ®2"jisg®s~| D ésp IJM5 «grk{k s« fa~-yk]|]Il ®i
More concretely:

A Letq be a PRG, and lett 7 be the PRG scheme using ;

A Given a PPT=that wins IND game against t 5 O

A O pk f 7 s zriwhoNistihgliShes the output of - from random:



PRG ENCRYPTION:!'SECURITY PROOF

E7p ®rk2ki=®@mMNe® "®e" gwk|®2 ®r k 7@ gq”{kliragRinskq]l é®r k 2

i >|-|_ a hh «——=

v {rip}% ) DSy S &Y (rip)

Computew & $ i

If © ,utput 1; YN
Otherwise output 0. } > QN TUD .

Key facts: =will LOSE:
i i . ] OTP perfect!
1. if i is uniformly random, =is playing the IND game against the one -time pad.

2. ifiisq i ,=is playing the IND game against the PRG scheme. |
=will WIN: by
assumption!



PRG ENCRYPTION:!'SECURITY PROOF

>k ®i « 8"z - °K
Two cases:

(1.) 1 is uniformly random in {rip}/® ).
A Then [ is an exact simulation of this IND game:
A =plays against the one -time pad with keylength J¥&)N
A by perfect secrecy of OTP, =loses: 0 (& ®] pIc;
Aitfollows that 0 & p] pic.

(2)1 (i) for uniformly random i N {rip} .
A Then [ is an exact simulation of this IND game:
A =plays against the PRG scheme with PRGN
A by assumption, =wins noticeably,i.e. 0 f ®] pfc pi & for some polynomial 1;
Aitfollowsthat O (& p] pAg¢ pAM £ .

, < PP o| P
0 Br(7@) o] 0BG o KE @> E‘ 5y 8




UNCT




WHAT DID PRG ENCRYPTION GET US?

PRGs enable:
A fixed-length encryption with poly -size messages;
A with stateful schemes, allows multiple messages, up to a total Jb&  bits.

{rip} —— & —— {rip}

{fp} —— & [—— {mip}

A but how do you decrypt? What if the ciphertexts arrive out of order?
Ar1i pr2® sp -~ i~]i® pr| ® ®~ ykkg§ «®*"®kO Y~ §~®k]| ¢

A and what if you want to send arbitrarily many messages? {é}



MORE POWERFUL ATTACKS

N~ p~r2ao
A our model still grants adversary very little power;

A they are only a passive observer;
A in real world, they can do much more!

For example: they can interrogate systems.

A try to connect to some authorized system:;

A guess passwords and see what happens;

A send transmissions and see if they decrypt to something;

A use real world power over parties to get them to send encrypted messages.

How do we capture things like this in our framework? Oracle algorithms.



ORACLE ALGORITHMS

Oracle algorithm: Notation :

) oracle function
A«cr{k ~« ~ akqgq z"~r2a ~rzqg~2s®r{l f " ® gn| g |
A this subroutine simply evaluates some function, and has no other effect; ='/
A®rk « fa~"®s| k fkr*~ k« zsyk ~ éfz~rgy / ~

A it costs the algorithm only one timestep to query the oracle. ‘
algorithm

Think: invoking a compiled library method/function when programming.

Example:
A recall the class NP and polynomial -time reductions;
A there is a poly -time algorithm which, given a SAT oracle, solves the Traveling Salesman Problem:;
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MORE POWERFUL ATTACKS

Oracle algorithms for us:
Arzz~p i k2@ «hM@ske« ®~ 60 ka.6& g?2.8®~«-«®k{ s| ~nrag-~

A they can use whatever they learn to try to devise a better attack.

Why give away more power?

A model real situations more accurately;

A eliminate unnecessary weaknesses in system;
A explore ultimate limits of what crypto can do.




MORE POWERFUL ATTACKS

Oracle algorithms for us:

Arzz~p ~i k2 «r2sk« ®~ €0 k?.-& g?.8@®~«-«®k{ s| ~nras-~

A they can use whatever they learn to try to devise a better attack.

Why give away more power?

A model real situations more accurately; Al H

A eliminate unnecessary weaknesses in system;
A explore ultimate limits of what crypto can do.

For example:
A give Eve access to encryption!

A can we still have secrecy?



PSEUDORANDOM FUNCTIONS

A more powerful primitive:

PRG

A public algorithm ;

Asp -~ 8z7q s| ~ an|i-~{

AO - ~7 gk® f~rgy ~ z~|qgka
string.

( N {rip}

| — —» pseudorandom

pseudorandom functions.

PRF

A keyed algorithm 3 (kind of like encryption);

« Adifgdu plug in any string..

Pk ~i~~2a 7glki® {f "gy " §«
N {rip}
W— —» pseudorandom
W —» pseudorandom
W i pseudorandom
@ O
A©_‘ka- A-prka ko M«

A O
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PSEUDORANDOM FUNCTIONS

A more powerful primitive: pseudorandom functions. ON {T[Fp}
W— ——— pseudorandom
W—— —— pseudorandom
W 1 pseudorandom
key: > X
. — - choose unifor at random
r® « "~ p | g®s~| -&e/g sécrét!'rw
I A\ 4 1 A 4 O A 4 ]-b
1dmp}  uipy © {ripi
input: choose any way you want output: will look pseudorandom

|/

Given a key ‘O {rip} , we get a function like this: 3 d{T[F[D} O {T[ﬁD}fb



PSEUDORANDOM FUNCTIONS

key input output

What does a PRF do? . N , L ‘

| ~7 1 I ~7 1 ~7 j-b

dnip;  {mp} © {Tip}

eEMkr"zé kfT8kas{k]| ®Db eE7i kr"zé kfTs8kas{k|] ®b
A pick akey N {rip} ; A pick a completely random function =|~;
Aésg ® p3l|sg®s*~|f~T&éN ARes ® pikg®s~fF~T76N
A give box to an adversary:; A give box to an adversary:;
A’ji'ka«’\a- g™l | ~® ~8k| f ~ C‘)A_’ti'ka«"a- gh| | ~® ~8k| f
AO f " ® g~| 8z q s| *]| - v5§_®&OAﬂT®qg{’®| ~§W8q®| | S

oracle
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Formal definition: é~2"gzk i k@ «"2sk« g*|i® ®kzz s® "§"ra2@® pa -

uniformly random key

3 uniformly random =|
function from & bits to Jtbits




PRFs ARE AWESOME!

Output of PRF looks random!

As®i « s|is«®s| g s«r™~"fzk p2~/{ | sp~2a{z- a A

A we know from OTP that uniformly random ciphertexts are good:;
A«~ zk®i« f szi k] g2 - 8§®s~]| O
A to encrypt, just apply the PRF: ATH(G@) 3 (&).

/| "« ®~ grkgyb i k&a«nN28. gnr|i®

Does this work?

| Ss«®s| q s«r

~

- ®8

~“® p*



PRFs vs PRGs

PRFs vs PRGs.

Can you build a PRG from a PRF?

Easy:

Aletgdfrip} {mp} © {rip} be a PRF;
A Build a 7dfrdp} © {rdp} like this:
Aq@)h 3 (ME I TIE ™

A Easy to extend to arbitrary -length .

Note:
As| JM5 «k®®s| gl «kki s« “|sp~2{z- anr]i~{O0O

A so we can use it for the key.

So are PRFs stronger than PRGs?



PRFs vs PRGs

Can you build a PRF from a PRG?
Let gfrdp} © {mp} be a PRG, and define:

-"d{Tdil)}O{Tdil)} by 1 (@0 (@S E"g8§kz - ®"yk zkp® r"rzpé
7 rip} © {mp} by 7 (® (s E~8§§k -® "yk 2sqr® rrzpé

Define 3 dfrip}  {mip} © {mip} by

Theorem (Goldwasser, Goldreich , Micali i AEAPi®a pseudorandom function.



PRFs vs PRGs

Can you build a PRF from a PRG?
Let gfrdp} © {mp} be a PRG, and define:

1 A} © (i} by g (@ 7(@s } — 3 (@ O 0 E O 0(QE
1 4} © {mp} by 7 (@ (s

€55? JM4eé

Q
Example: |
A suppose n=3 I
A compute 5 pmp.
!
® P T
|k
W T -




One -time pad

PRFEENCRYPTION

S o)

Wr "®fi « ~ JM4 gq~~i p~20 (p} —— & — {mp}
plaintext ciphertext

Lots of things! Like really powerful encryption:
Construction (PRF encryption). Letsd{rip} {mip} © {nip}’®be a PRF. Define a scheme:
"Ho €:"$fimple a PRF key'ON {1ip} ;

A &
A AT :"6hinput a message & M {nhn}fbsamplel N {rip} andoutput ihg ()$ & ;
A "A"H’Bn input a ciphertext i, output % 3 ().

randomness {Tip} > {rip} Some properties

v Ar® s®« g~2kl ®rk2ki« «®s
a A can send arbitrarily -many messages!

A encryption is now a randomized algorithm

plaintext {Tdp}’® 1 & —— {mipy®

ciphertext




CPA ATTACKS

What about security?

It turns out, we get a big upgrade there too.

Chosen plaintext attacks (CPA):
Ar® ~| - ®s{k i 2as|qgq ®rksa "R ges
AO ~i ka «”™a . amgehclyptibnofyanygmessage!
Aégr~«k| 8z~s| ®kT®éN

Examples.
A against OTP: query ATH(m) 1 § Q "QComplete key recovery with one query!
Argrs| «® IJM5 «grk{kb g*| ~|lz- k|g2-8® ~ zs{s®ki | {1

A O «~ ~ji " k2a«nr2a. ghr| x «® «k ®rk{ ~zz ~80



RECALL: "1 ND” SECRECY

Indistinguishability experiment (IND).

= outputs two messages & ha with & | & |;

2. We sample a key N £ "Ho £hadid a coin N {rip}N
then we give =the ciphertext ®N ATH(G )N

3. =outputs a bit w.e

We say=wins if ® .2

Definition. ~ An encryption scheme (€ "HO ¢ Al AA"H ' Has indistinguishable ciphertexts  if, for
every PPT adversary=h

0 B=x EN OIS g i A@)8




INECPA

Indistinguishability under Chosen Plaintext Attack.
INDCPA experiment:
1. Sampleakey ™ £ "Ho &:"Hi

2. Give adversary oracle access to AT "H

3. =Al hutputs two messages @ M with |& | |&@ |;  ~TTTTTTTTTTTTTTTTTTTTTmmmmmmmmmmmmsmsssoosoooooooooooeeeeooe
4. Sample a coin @\ {rip}pive =ciphertext OGN ATH(G )N

5. =Al "Butputs a bit &.ee

We say=winsif @ ®.ee AT “H O p Al H

Definition. An encryption scheme (§ "Ho ¢ Al AN"HES IND -CPA if, for every PPT adversary=h

0B=xED O $#m@aAoEi§&ﬁ A €)s




End of Lecture 3.



